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Abstract

In this paper, we propose a generic model for one-stop e-government and a distributed architecture for its implementation. The model
follows a very basic paradigm: the public administration is composed of an unstructured network of entities that upload and download
information objects to/from each other and to/from service repositories in order to deliver client-centered services. The architecture is
based on widely available technologies such as HTTP, SSL, XML and PKI and it supports the implementation of life events, single
access points, concurrent providers and integrated delivery channels. We argue that the proposed architecture permits the interconnec-
tion of almost any kind of government body and that it establishes a common ground upon which new standardization levels can be
built. As a starting point, we also define a set of general requirements for one-stop e-government.
� 2006 Elsevier B.V. All rights reserved.
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1. Introduction

The concepts presented in this paper are the results of
our research in the area of e-government; more precisely,
they are the outcome of a conceptualization task drawing
on our experience of developing prototypes for electronic
service delivery at the local authorities’ level. Despite the
initial restricted scope of our research, the search for gen-
eral solutions led us to the definition of a generic model
for one-stop e-government. In this paper, we describe this
model and the distributed architecture that implements it.

We define one-stop e-government as the use of informa-
tion and communication technologies (ICT) to support the
provision of client-centered public services. This definition
is based on both definitions of e-government and one-stop
government. The European Commission defines e-govern-
ment as ‘‘the use of ICT in public administrations com-
bined with organizational change and new skills in order
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to improve public services and democratic processes and
strengthen support to public policies’’ [1]. One-stop govern-
ment refers to the integration of public services from a cus-
tomer’s point of view [2].

Various architectures for e-government have been pro-
posed as part of both completed and ongoing research pro-
jects. Examples include the OSCI platform [3], the SeCo
container [4], the AIPA reference architecture [5], the
eGOV project [6], the eMayor project [7] and the WebDG
architecture [8]. However, although pertinent, the architec-
tures proposed by those projects do not fully address all the
relevant requirements of one-stop e-government. When
seen individually, they fail to address at least some of the
following requirements: the full support of a client-centered
approach; the integration of both traditional and on-line
delivery channels; the support for concurrent access points;
versatility; and security. The model presented in this article
aims to address all the listed requirements. It is, neverthe-
less, based on some of the results achieved by the previ-
ously referenced projects, mainly the SeCo and the eGOV
projects.
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The rest of this paper is organized as follows. A list of
general requirements for one-stop e-government is pre-
sented in Section 2. The generic model is presented in Sec-
tion 3 and the distributed architecture is described in
Section 4. In Section 5 both the model and the architecture
are discussed by revisiting the requirements previously
defined. Finally, in Section 6, the general conclusions are
drawn, future research topics are identified, and some final
considerations are made.

2. Requirements for a generic model

2.1. Client-centered approach

The need for a client-centered approach in government
was originally asserted in the context of the New Public
Management movements [9] and has had a decisive influ-
ence in the e-government arena. In effect, many authors
have stressed the usefulness of e-government for integrat-
ing the vertical silos of government (see for example [10–
12]). One-stop government accomplishes client centering
by integrating services from the client perspective, either
by coordinating processes at the front office or by integrat-
ing them at the back-office [2,13].

The essence of the problem is that governments tend to
organize themselves in vertical departments that follow
their administrative logic and not the users’ needs. Since
these different vertical departments do not easily communi-
cate with each other, it frequently happens that the users
have to contact different departments in order to solve
any given problem that requires government intervention.
Moreover, government structure is usually too complex
to be easily perceived by a common user who is probably
much more interested in solving his problems in a quick
and efficient way than to understand the administration’s
peculiarities. As a consequence, users do not always know
the exact procedure for resolving any given problem. This
functional opacity combined with the need to contact sev-
eral departments usually results in excessive time and effort
being spent by the common citizen or company.

The different government departments should develop
the capacity to communicate with each other in such a
way that users could benefit from horizontally integrated
services. Ideally, a user should be able to make a single con-
tact with a single government access point, whether real or
virtual, and fully resolve the query. Consequently, any gen-
eric model for one-stop e-government has to take into
account that final services should be integrated in a form
suitable for the users’ needs, following paradigms like life
events [13] or others, and that single access points to the
government should be supported.

2.2. Channel multiplicity

Face-to-face service provision is many times inconvenient
for the user and always expensive for the provider. However,
as we shall explain, this does not mean that government can
fully substitute its physical presence or other traditional
channels by on-line services based on new technologies.

Government services must be accessible to all citizens,
even if those citizens do not know how to use a computer,
a kiosk or a cellular phone; are unable to read or write or
even to understand the available languages; or have any
other handicap that prevents them from using one or more
delivery channels. It also happens that not all government
services can simply be delivered on-line. It is not conceiv-
able that all medical surgeries or police operations, for
example, can be fully performed on-line, at least in the near
future. Consequently, channels based on new technologies
will probably develop and become common, but at least a
residual part of the government services will always be
delivered by traditional means.

Whenever possible, every government service should be
offered through several different channels, including tradi-
tional channels like face-to-face, mail, phone or fax, and
new electronic channels like the web, electronic mail, video-
conference and others. A conjugation of different delivery
channels should also be possible if several contacts between
the user and the provider are necessary within the provision
of a single service. It should be up to the user to choose
which one to use in each occasion.

Based upon this view, any model for the electronic deliv-
ery of public services has to accommodate the fact that a
multiplicity of channels will exist, including both electronic
and non-electronic channels. Measures have to be taken to
prevent that this multiplicity of channels would result in
any unnecessary duplication of means and effort, both in
the front-office and the back-office.

2.3. Concurrent access points

Different levels of government with different degrees of
autonomy are present in almost every country. The central
government, the state or regional government and the local
authorities are examples of such levels. Depending on the
country, some or all of these levels of government have
elected officials and, as a consequence, can have autono-
mous political agendas. Because nation states need to
cooperate with each other in order to have effective policies
in a globalized world, supra-national levels of government
are also under development. The European Union is prob-
ably the best example of this trend, known as the network
state [14] or multi-level governance [15].

Besides existing at different levels, governments also
cooperate with non-governmental institutions both in the
formulation of their policies and in the provision of their
services. This is usually referred to as public governance
[16]. In the last two decades this has been reinforced by
the privatization and sub-contracting of some of the tradi-
tional functions of government, largely influenced by the
New Public Management movements [9].

In order to fulfill the user’s needs, cooperation between
the different levels of government and the subsidiary non-
public institutions is mandatory. Obviously, the need for this
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cooperation has to be taken into account when developing
models of e-government. It is also important to note that,
in this context, several access points to the administration
will probably have to coexist. Examples include the provi-
sion of local or regional services through a national or
supra-national web based portal; the provision of national
or supra-national services through regional or local access
points; the provision of government services by private part-
ners, eventually with added value; and the provision of pri-
vate or semi-private services through government access
points. It is also important to note that elected bodies will
probably never renounce the capacity to directly provide ser-
vices to their own citizens, although they will probably admit
that complementary service channels exist.

2.4. Versatility

In a broad sense, the provision of government services
includes several levels of government with their different
departments and their non-public partners. This creates a
heterogenic network of entities, each with its own culture,
management practices and degree of technological matu-
rity. If technology is to be used to successfully integrate ser-
vices in this network, special care has to be taken to
understand their differences, to respect their timings and
not to disrupt their work. Instant, simultaneous and full
normalization is, consequently, out of the question.

Although full standardization will not be achieved in a
single instant in time, some degree of normalization will
always be required in order to integrate anything at all.
The least or the biggest common denominators approaches
could be applied but they would, respectively, prevent
innovation or become too complex to be of any use; the
point of equilibrium has to be achieved somewhere in the
middle. Moreover, this point of equilibrium will tend to
change over time, as technology adoption grows and new
technologies become available. To be successful, models
should reflect these considerations.

2.5. Security

Security is a critical success condition and, simulta-
neously, one of the main challenges of e-government. Sev-
eral factors contribute to this: the absolute need to assure
user confidence; the large spectrum of potential users; the
need to conciliate legal constraints relating to data privacy
and freedom of information; the diversity of government
processes with different security constraints; the diversity
of entities that provide those services; and the typical usage
of distributed environments and public communication
infrastructures to implement e-government.

Several alternative methods have been proposed for the
gathering of security requirements in e-government (see for
example [17,18]). Nevertheless, although security require-
ments may vary with the concrete application, the majority
of authors agree on the relevance of at least some of the fol-
lowing general requirements [18–22]:
� Authentication, as the ability to properly and securely
identify system users.
� Authorization, as the ability to grant access privileges to

the resources based on the available user’s identities.
� Confidentiality, as the capacity to prevent information

from being accessed or understood by unauthorized
users or systems.
� Integrity, as the ability to prevent information from

being intentionally or unintentionally corrupted or tam-
pered with.
� Availability, as the ability to grant access to resources

within a reasonable period of time.
� Non-repudiation, as the ability to prevent any user from

later denying his intervention in a given process or
transaction.

In order to be useful in practice, models for one-stop
e-government have to address at least these general require-
ments. More specialized requirements that depend on the
concrete application and that, thus, cannot be easily antic-
ipated will have to be implemented combining the basic
mechanisms of the platform or addressed using alternative
approaches.

3. The model

3.1. Entities

The model follows a very basic paradigm: the public
administration is composed of an unstructured network of
entities that exchange electronic requests in order to deliver
services. An entity is an abstract concept that includes every
institution or department that provides services to the users
(citizens, businesses or public officials as clients of public ser-
vices), whether directly or indirectly. If a user asks for a given
service to a given entity, this entity will either be capable of
providing the service itself or it will try to find an entity that
can do so. If such an entity is available, it will request the ser-
vice to this other entity instead of asking the user to do so.
Moreover, instead of asking the users for certificates or other
official documents, entities will request each other for those
documents whenever they need them. Complementarily,
entities will also be capable of querying each other for
request states and results.

Users request services, query their state, and receive
results through front-office entities. Examples of such enti-
ties include a citizen’s portal, a national one-stop shop or a
local authority front office. Nevertheless, the concrete nat-
ure of the entities is purposely left abstract at the model
level. They can be materialized, for example, by a fully
automated portal based on agent technology that is able
to receive and automatically route user requests, by a man-
ually configured portal that only offers a set of pre-defined
services, or by a physical balcony in which humans act as
intermediaries between the users and the system.

Front-office entities rely on back-office entities to deliver
services. Back-office entities accept and process requests
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and retrieve their results to front-office entities so that they
can be forwarded to the users. The abstract nature of enti-
ties also allows very different degrees of technological
maturity at the back-office. Examples include a fully auto-
mated central authority; a semi-automated specialized
regional office or a mainly human based local authority
back-office. An entity can be simultaneously a front-office
entity, that provides services directly to the public, and a
back-office entity, that delivers services through other
entities.

3.2. Service repositories

Every entity must know which services it is capable of
providing and must be able to publish metadata that
describe these services in one or more service repositories.
Thus, service repositories are collections of service descrip-
tions that include all the relevant information needed for
entities to request services from other entities. Requesting
entities will query these service repositories in order to find
the available services. This concept of service repository is
based on the one originally proposed by the eGOV project
[6].

It is not a concern of the model how, in practice,
requesting entities will benefit from service repositories.
They can be used to dynamically find and request services,
whether automatically or by human intervention; or they
can be used as a means of finding information about ser-
vices that will be statically configured as available at the
requesting entities side. Service repositories can be installed
in the participating entities or in autonomous nodes. Sev-
eral service repositories can co-exist in the same network
and no centralized unit is mandatory.

3.3. Services, requests and reports

Entities communicate with each other and with the
repositories by uploading and downloading services,
requests and reports. Services are descriptions of what
can be requested and how. They are uploaded to the repos-
itories by the providing entities and are downloaded from
there by requesting entities.

Requests are instances of services that requesting entities
create and upload to providing entities when they need to
request a service. The providing entities keep a record of
the successive events and results of the requests they receive
and, whenever needed, they create reports to describe their
state. Requesting entities can download reports at any time
to check the state and the available results of the requests.
Optionally, providing entities may upload reports to the
original requesting entities as a means of notifying them
of an event occurrence.

The only assumptions made relating to the internal
organization of the entities are that they must know the
services they provide, adhere to a standardized and secure
communication platform and be able to upload and down-
load the defined objects using normalized formats.
3.4. Security

Services, requests and reports are digitally signed in order
to authenticate their issuers and prevent their tampering or
repudiation. User authentication is a responsibility of the
entities that issue the requests. Whenever applicable,
requests will include user authentication and authorization
related information in order to allow the entities that
received them to grant or deny access to the relevant
resources. A trust chain will be established between partici-
pating entities by means of a public key infrastructure
(PKI). Services, requests and reports are uploaded and
downloaded to/from entities using privacy-preserving pro-
tocols. Availability is an implementation specific concern
that, thus, has to be addressed at that particular level.

3.5. Document formats

Since requests are the objects that trigger the provision
of services, they must include all the relevant information
for that purpose. This can include forms and many other
types of documents. Thus, to be universal, requests must
be capable of incorporating virtually any type of digital
document. The same could be argued with respect to
results within report objects or to form definitions within
service objects. Consequently, we assume that any imple-
mentation of these objects will support the incorporation
of unstructured binary data.

Although the model does not intrinsically depend upon
the formats used to transfer digital documents, the avail-
ability of standardized formats cannot be ignored. In an
ultimate analysis, if the entities were not capable of inter-
preting the transferred documents, they would be unable
to provide the actual services. Consequently, the existence
of standardized document formats constitutes another of
our assumptions. Fortunately, many standards are avail-
able in the market for the most varied applications, forms
included. Which format should be used in each particular
situation is a service specific detail that should thus be
included as metadata in the service object itself.

4. The distributed architecture

Fig. 1 depicts the general architecture that supports the
defined model. Three types of nodes are available in the
network: requesters, providers and service repositories.
Requesters are associated with entities that request services
(see entities A and B) and providers are associated with
entities that provide services (see entity C in the figure).
Service repositories can be associated with a requester, with
a provider or deployed in a standalone mode (as it is rep-
resented in the figure). If an entity is simultaneously a ser-
vice requester and a service provider, it will be associated
with both a requester and a provider. Requesters and pro-
viders communicate with each other and with the service
repositories by uploading and downloading services,
requests and reports.
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Entity A in the figure represents a portal implementa-
tion while entity B represents a one-stop-shop implementa-
tion. Both entities use identical requesters to access the
service repository and the services provided by entity C.
As represented, the conjugation of A and B allows the user
to request or query the state of the services provided by C
using a set of alternative channels: mobile phone (WAP/
UMTS), personal computer, phone, and face-to-face. The
same result could be accomplished by having a single
requesting entity that would concentrate all the represented
channels. Other channels could additionally be
represented.

Although not represented in the figure, several service
repositories and several providing entities can co-exist in
the same network. If this is the case, the requesting entities
can integrate services published in several repositories and/
or provided by different entities. It is also possible to have
entities that provide services both to the public and to other
entities, and entities that simultaneously provide and
request services. A certification authority responsible for
issuing the digital certificates that authenticate the partici-
pating entities is also represented in the figure.

4.1. Requesters and providers

The requester is a black box that isolates the local sys-
tems from the complexity of the network and the network
from the specificities of the local systems. It implements a
normalized interface with methods that can be invoked
by the local systems to get services, send requests, and
get reports (downward arrow from local systems to reques-
ter in entities A and B). It stores reports that are received
from the network by using a symmetric mechanism: it
invokes methods from one or more interfaces implemented
by the local systems (upward arrow from requester to local
systems). These interfaces have to be developed using a
well-defined set of rules so that the requester can be config-
ured to use them correctly. Standardized interfaces can be
built for the more common platforms. Configurable inter-
faces can be used if a messaging environment is available.

The provider works for providing entities much in the
same way that the requester does for requesting entities.
It uses locally implemented interfaces to store information
about incoming requests and to collect information about
previously stored requests (downward arrow in entity C),
and it implements a normalized interface that allows the
local systems to publish services and send reports (upward
arrow).

4.2. Service repositories

A service repository is a warehouse where providers pub-
lish service metadata so that it can be searched by requesters.
Where a repository is localized and what kind of services it
should store depend on the concrete application. In the case
of a citizen portal, for example, it may be suitable to have a
repository associated with the portal requester, so that every
provider that contributes with services can publish them
there. For a central department that provides services to
many requesters, it may be practical to have the repository
associated with the providing entity. Thematic service repos-
itories used by several requesters and providers may also be
useful: services to local authorities, health related services,
building related services, etc. Many service repositories can
co-exist. The same service can be published in more than
one repository and requesters can aggregate information
from queries to several repositories. Requesters are locally
configured with the list of repositories they are allowed to
query and providing entities explicitly define in which repos-
itories each service should be published.

4.3. Transferable objects

Requesters and providers communicate with each other
and with the service repositories by uploading and down-
loading three different types of standardized objects: ser-
vices, requests and reports. The class diagram in Fig. 2
shows the existing associations between these objects: each
service can be associated with multiple requests, while each
request must be associated with a single service; each
request can be associated with multiple reports, while each
report must be associated with a single request. Providers
are responsible for generating the unique identifications
of the services they publish, the requests they receive and
the reports they produce. Services have universal identifica-
tions. Requests are fully identifiable within the entities that
provide them. Reports depend on their parent request to be
fully identifiable.

Service objects consist of metadata. They include
descriptions of the real services that they represent (their
aim, which entities provide them, who can request them,
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what results may be expected, etc), and structured informa-
tion about how to actually request the service (provider’s
digital address, mandatory forms, attachable documents,
recognized formats, available payment options, etc).

Requests are objects that aggregate all the information
relevant to start the provision of a specific service. They
include three different sections of data: a details section,
whose structure is independent of the actual service being
requested; a form-list section, that includes one or more
mandatory forms; and an attachment-list section, that
includes the documents attached by the user. The details
section includes information about the user (his identity
and authentication and authorization related data), the
requesting entity, and the specific request being transferred
(related service, payment method, payment data, result
notification method, etc).

Reports are representations of the state of a given
request at a specific instant in time. They include informa-
tion collected during the process of requesting and provid-
ing a concrete service: which user requests them, through
which requesting entity, their current and past states, the
relevant dates, etc. They may also include a list of interme-
diary or final results: receipts, notifications, certificates, etc.

4.4. Network interactions

Requesters and providers use the HTTP protocol
(hypertext transfer protocol) [23] over the SSL protocol
(secure sockets layer) [24] to transfer objects between them-
selves and the repositories. The POST command is used to
upload services, requests and reports, and the GET com-
mand is used to find and download services and reports.
In order to be sent over the network, the objects are coded
into XML (extensible markup language) [25] tags and
embedded into XML containers. Thus, what is actually
uploaded and downloaded are these XML containers,
and not the objects alone.

The upper diagram in Fig. 3 shows a valid interaction
between a provider and a repository. Providers publish
new services by sending a POST command with a service
object. The object is embedded in an XML container (data
coded into XML containers is represented in the figure
between square brackets). The repository acknowledges
the reception of the new service by sending a synchronous
confirmation response or, eventually, an error code. Ser-
vices can be modified by being overwritten by new services
and deleted by being overwritten by void services.
The lower diagram in Fig. 3 shows the interaction
between requesters and repositories. Requesters query the
repositories by sending a GET command with search crite-
ria. These search criteria are coded into the URI (uniform
resource identifier) [26] by using the URI query component
(data coded into the URI is represented in the figure
between round brackets). The repositories use the search
criteria to find the relevant services and, once they are
found, a synchronous response with the list of services is
sent. This list is also embedded in a XML container. A void
list is sent if no services are found and an error code is sent
if an exception occurs.

The diagrams in Fig. 4 show the possible interactions
between requesters and providers. The first diagram from
the top shows how a new request is uploaded from the
requester to the provider. The request object is embedded
into a XML container and sent using the POST command.
The provider acknowledges the reception of the new
request by sending back a report with the provider given
identification of the request, its current state and a list of
any immediately available results.

The second diagram shows the interactions that take
place when requesters download reports from providers. A
GET command with the search criteria is sent. The provider
uses these search criteria to find the relevant requests, collects
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information about their state and results, and sends back a
list of reports. An empty list or an error code is retrieved if,
respectively, no requests are found or an exception occurs.

The last diagram shows the case when, after some state
transitions, providers upload reports to the original
requesters. This only happens when the request itself indi-
cates that the original requester expects this behavior from
the provider. Because this behavior may not always be pos-
sible, service repositories include information about the
availability of this option for each service.

4.5. The container structure

Requesters and providers upload and download ser-
vices, requests and reports. In order to be transferred, these
objects are embedded in secure XML containers. The basic
structure of the XML container is based on that proposed
by the Secure Electronic Contracts (SeCo) project [4]. It
includes a content block and a signature block. The content
block is the recipient where objects are inserted. The signa-
ture block holds the digital signature that signs the content
block, together with the X.509v3 digital certificate [27] that
holds the public key of the signer. This binary information
is embedded into the signature block by using BASE64
encoding [28]. Thus, the container itself contains the mech-
anisms that assure the integrity and the non-repudiation of
its content. The privacy of the content is assured by the use
of the SSL protocol to transfer the containers. An X.509v3
PKI (public key infrastructure) is used to authenticate the
participating entities.

What is actually inside the content block depends on
what is being transferred in each occasion. Fig. 5 depicts
the detailed container structure when a request is being
uploaded to a provider. The content block embeds a
request object composed of a details section, a form-list
section and an attachment-list section. The form-list sec-
tion contains the mandatory forms and the attachment-list
section contains a list of attached documents. Both the
forms and the attachments are encoded with BASE64 so
that they can be embedded into the XML container. They
can be individually signed by their original authors in a
way similar to that of the containers, however, this is a
function that must be performed by the entities themselves
and not by requesters or providers. Requesters and provid-
ers may encode and decode documents and forms but they
do not interpret them at all. They are passed ‘‘as they are’’
from the local systems of one entity to the local systems of
the other entity. It is up to the entities to assure that these
documents will be correctly interpreted. The metadata
downloaded from the service repositories and passed to
the entities includes information about which formats are
admissible for each service.

The structure of the container when a report is being
transferred is similar to the one of the request container.
The content block includes a details section, a log section
and a results list. The details section identifies the related
request, the log section describes the current and previous
states of the request, and the results section includes a list
of the currently available results. The signing of the indi-
vidual results is possible but similar considerations to those
of the request container are applied.

5. Requirements revisited

The presented architecture and the underlying model
offer a solution that can smooth the implementation of
one-stop e-government. The paradigm is simple and uni-
versal: service integration results from the cooperation of
the several entities. Elegant solutions are offered to build
single access points and to accommodate the co-existence
of concurrent providers in the same network. The integra-
tion of different delivery channels is accomplished by inter-
facing the local systems and, consequently, does not
necessarily imply duplication of means. Security mecha-
nisms are built into the architecture and can be imple-
mented using available technologies.

5.1. Life events

The implementation of the life event paradigm needs
further discussion. We identify two different perspectives
relating to life-events: strong and weak implementations.
By a strong implementation we mean the provision of inte-
grated services that have a univocal correspondence with
one life event. More precisely, this implies that these are
services through which the user gets all the necessary gov-
ernment results relating to a life event resulting from a sin-
gle integrated request. A strong implementation of the
moving house life event, for example, would imply that
with a single request and, ideally, a single form, the user
could inform all relevant departments of his new address,
obtain his new personal documents, transfer his water
and electricity supply contracts, obtain a residential park-
ing permit, or get any other relevant results.

By weak implementation it is inferred the simple cata-
loguing of fairly independent services using a life event
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paradigm. The services are presented logically together but
each one is associated with a single request and has inde-
pendent results. In a weak implementation, the previous
example would allow the user to find all relevant informa-
tion about the services related to moving house, but those
services would still have to be requested in a way indepen-
dent from each other.

The implementation of a life event using the presented
architecture depends on the perspective used. Weak life
events can be implemented simply by using the service
repositories capabilities. Each individual service can be
qualified in such a way that life event oriented queries
would return all the relevant services for each life event
situation.

Strong life events need more capabilities than the ones
provided by the service repositories themselves. The need
to decompose a complex service, possibly with several
options, direct the individual parts to the relevant entities,
and receive and integrate the relevant results requires
workflow management and, thus, in the scope of the pre-
sented architecture, also requires a responsible entity.
Two approaches can be applied: the entity responsible
for providing the life event oriented services relies solely
on the information provided by the service repositories
or it possesses additional knowledge about those services.
Using the first approach the development of fully auto-
mated entities can be explored, however, the provision
of the more complex life events will probably benefit from
external knowledge and thus, independent entity
configuration.

5.2. Normalized services

For an efficient performance some applications may
need further normalization than so far presented. A change
request to the user’s address which is directed to several
entities at the same time constitutes a good example of this
necessity. In effect, the process of requesting the service
would become much simpler if the same service description
and, consequently, the same form and the same document
formats were shared by all the providing entities. Although
the presented architecture does not impose service normal-
ization, it does not prevent it from being established either.
As such, the use of this architecture allows the adoption of
a service standardization process where common services
can be requested and reported using common formats
and layouts. The existence of service repositories can even
facilitate this process by allowing several entities to share
the same normalized service descriptions. Another advan-
tage is that, with this architecture, the normalized services
can be adopted gradually: neither for all services at the
same time nor all entities.

5.3. Heterogeneity

The presented architecture makes no further assump-
tions relating to the internal organization of the entities
other than knowing how to use the requesters or providers
interfaces and being able to publish their own interfaces in
a suitable form to be used by those providers or requesters.
This simplicity allows a great diversity of entity structures.
To some extent, entities can have an orientation based
upon their own idiosyncrasies and take advantage of their
existing systems and organization without compromising
the overall functionality. Once interfaces are available,
the overall system can incorporate entities as diverse as a
fully-automated citizen’s portal or a mainly paper based
local authority. However, it is not a meaningless fact that
both the requester and the provider must be locally
deployed and, thus, versions suitable for different computer
architectures and/or operating systems may have to be
developed. Fortunately, the use of technologies like the
JVM (Java virtual Machine) [29] may help to alleviate this
burden.

5.4. Entity authorization

As presented, requesting entities are responsible for the
secure authentication of the users. Whenever an authenti-
cated user takes an action that implies issuing a new
request, the requesting entity builds a new request object
and sends it to the relevant providing entity. This request
object includes information about the user and the authen-
tication process that was followed to securely identify him.
Providing entities need this authorization related informa-
tion to manage access control.

Because of the security mechanisms built into the archi-
tecture, providing entities can be certain that the authoriza-
tion information they receive was originally sent by the
identified requesting entity and that it has not been tam-
pered with. However, they have no means to verify the
accuracy of the information that was originally sent. Con-
sequently, if they do not trust the requesting entity and if
access control is vital for the service in question, they have
no other choice than to simply reject the request.

Because no other entity authorization mechanisms are
available in the architecture, providers need to be statically
configured with the list of requesting entities that are
trusted, eventually for each service provided. Global entity
classes can be created to facilitate the management of such
lists: departments of a specific government branch, local
authorities, semi-public authorities, etc. Trust can then be
based on global classes instead of the individual entities.
Class membership can be incorporated as a standard exten-
sion to the X509v3 certificates and, thus, be verifiable by
providing entities. Service objects can include information
about the classes that are allowed to request them. Entities
can belong to more than one class and those multiple mem-
berships can be expressed in the same or in different certif-
icates, eventually issued by different certification
authorities. Different classifications can co-exist (interna-
tional, national, sector-based, etc.). These last two possibil-
ities allow the adoption of a gradual normalization process
for entity classification.



G.P. Dias, J.A. Rafael / Electronic Commerce Research and Applications 6 (2007) 81–90 89
5.5. Financial transactions

One fundamental question that needs further discussion
is how to handle payment using the presented architecture.
Because the proposed model defines that users access ser-
vices through front-office entities, the logical extension is
to assume that users pay services directly to the front-office
entities and that front-office entities transfer payments to
back-office entities whenever they request their services.
This approach has three important advantages: life-event
payment integration can be supported at the front-office;
cash and checks remain acceptable payment methods when
physical front-offices are used; and user financial informa-
tion, if any, is kept within the entity that deals directly with
the user. However, the feasibility of this approach depends
on the availability of an external funds transfer mechanism.

Funds transfers between the participating entities can be
made using the banking sector infrastructure. If that is the
case, information about the account to credit and the
movement description to use for each service provision is
included in the report that confirms the reception of each
request. Thus, when providing entities accept a request,
they send back all the information that the requesting
entity needs to make the payment order. To verify if the
payment was correctly made, the providing entity checks
the credits and their descriptions in its own account. If nec-
essary, a receipt can be included in the final report.

Although the described payment method seems appropri-
ate for the presented model, two other alternatives are avail-
able. The first alternative is the transference of the payment
order information from the requesting entity to the user, so
that the user can make the payment through his own bank.
This payment can be made using a debit card and PIN (per-
sonal identification number) through the Web, using an
automatic teller machine or directly at the bank. Alterna-
tively, credit card information can be inserted into the details
section of the request and thus, be transferred from the
requesting to the providing entity. This last option, however,
has serious security drawbacks: although privacy is assured,
the user relinquishes full control regarding what entities the
information is sent or what usage is made of it.

The payment options available for each entity and each
service, if any, are described in the service objects and,
thus, available in service repositories. The actual payment
method to use in each occasion may be selected by the
requesting entities by filling in the appropriated fields in
the request details section.

5.6. Standards evolution

The proposed architecture is based on existing standards
like HTTP, SSL, XML, BASE64 or X.509v3. It is an impor-
tant point to consider to what extent any future evolution of
these standards will affect the functionality of the overall sys-
tem and how easily it can incorporate the benefits from those
evolutions. The first consideration to make is that the tech-
nologies in question are widely used and, consequently, eligi-
ble for state of the art innovations but, simultaneously, not
very susceptible to disruption. If retro-compatibility is
assured, no major difficulties will arise from the adoption
of improved standards. If not, redesign will probably be con-
tained within requesters and providers software, not affect-
ing the entities themselves. If that is the case, the overall
cost of redesign will depend mainly on the modularity of
the original requesters and providers and, thus, it becomes
essentially a software engineering problem.

6. Conclusions

The architecture proposed in this article supports the
development of one-stop e-government by establishing
the basic conditions that allow entities involved in the
delivery of governmental services to cooperate with each
other for the benefit of the final users. The architecture sup-
ports the implementation of life events, single access points,
concurrent providers and integrated delivery channels. It is
based on widely spread and consolidated technologies and
it incorporates solutions for authentication, authorization,
confidentiality, integrity and non-repudiation. It is a fully
distributed architecture in the sense that all the knowledge
about the network is distribute amongst the participating
nodes and no centralized unit is mandatory. Finally, it
establishes a relatively light common ground that allows
for the interconnection of almost any kind of entity and
upon which new standardization levels can be built.

Different approaches could have been taken to implement
the generic model that is the basis of this architecture. Above
all, Web Services technology [30] seems like a promising
alternative. In effect, SOAP (simple object access protocol)
over HTTP can be used to transfer objects between request-
ers, providers and repositories, and the use of UDDI (univer-
sal description discovery and integration) can allow
repositories to be automatically discovered by both request-
ers and providers. XML Encryption [31] and XML Signa-
ture [32] could also have been used for implementing
containers. This would allow entities to sign only the relevant
parts of the container and, eventually, to sign different parts
of the container with different digital signatures. The use of
SAML [33] (security assertion markup language) to
exchange user authentication and authorization information
could also prove to be a valid alternative and, most impor-
tantly, could possibly contribute to solve the questions
related to entity authorization. Nevertheless, it seems that
the proposed model is generic enough to remain valid despite
the different technologies that can be used to implement it.

The presented model follows a process-oriented
approach instead of an information-oriented one. Conse-
quently, it does not offer solutions for questions such as
document searching and retrieval, data manipulation, ad-
hoc querying, or alike. Although dynamic process compo-
sition may be supported, it is especially suitable for prede-
fined structured processes. Because trust has to be
established between the participating entities, it is also
more suitable to be used within stable groups of partners
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than in open and global partnerships. Asynchronous con-
nections are not supported by the proposed architecture.

The proposed architecture still has some margin for
improvement and refinement; subjects like form standardi-
zation, service repositories, querying languages, entity
authorization, payment methods and interface specification
can still be studied further. Another area for investigation
is the impact of such a model both in terms of the efficiency
and the efficacy of government. How the entities can be
organized in order to take the best of the proposed model
also remains an open topic of research.

A final consideration is that although the presented
architecture and the underlying model offer a solution that
facilitates the communication between different entities,
they do not eliminate the need for the individual entities
to develop this communication ability. The development
of a client-centered approach in government implies pro-
found cultural changes. Technology can help promote
these changes but it is neither a way of avoiding them
nor a panacea for all the problems. It is our conviction that
much work still has to be done in this area before e-govern-
ment can be fully realizable. Nevertheless, it is also our
conviction that the existence of simple and feasible models
constitutes a relevant contribution to that effort.
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